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1.0 Introduction 

1.1 Overview 

The objective of the Know Your Customer (KYC) and Anti-Money Laundering Operating 

frameworks is to prevent [COMPANY NAME] from being used intentionally or unintentionally 

by criminal elements for money laundering activities. This framework has been set up following 

the guidelines of transacting with digital currencies issued by Bank Negara Malaysia (BNM). 

These processes also enable [COMPANY NAME] to understand its customers and their financial 

dealings to serve them better and manage its risks prudently. 

 

1.2 Background 

Due to rapid development in the field of digital currencies, increasing functionality of its use, 

growing adoption and its global nature, governments around the world have adopted various 

approaches and regulatory measures to address risks associated with and posed by digital 

currencies. 

 

In June 2014, the Financial Action Task Force (FATF) released the report entitled “Virtual 

Currencies – Key Definitions and Potential AML/CFT Risks” and subsequently in June 2015, a 

Guidance for a Risk-Based Approach for Virtual Currencies was issued to explain the 

application of the risk-based approach (RBA) to anti-money laundering/counter financing of 

terrorism (AML/CFT) measures in the digital currencies context, identify the entities involved in 

digital currencies and clarify the application of relevant FATF recommendations to convertible 

digital currency exchanges, which are more likely to present money laundering and terrorism 

financing (ML/TF) risks. 

 

Governments around the world have adopted various measures to address risks associated with 

digital currencies. These measures have also factored in recent rapid developments including the 

global nature of its usage and the diverse multiple functions these digital currencies are being 

used for. 

 

Promoting greater transparency in the use of digital currencies serves to protect the integrity of 

the financial system and strengthen incentives to prevent their abuse for illegal activities. With 

this in view, “any person offering services to exchange digital currencies either from or to fiat 

money, or from or to another digital currency” is subject to obligations under the Anti-Money 

Laundering, Anti-Terrorism Financing and Proceeds of Unlawful Activities Act 2001 (AMLA) 

as a reporting institution pursuant to First Schedule of the AMLA.  

 



 

 

1.3 Purpose 

The purpose of this document is to illustrate at a high level the KYC and AML operating 

framework that is to be set up and followed within [COMPANY NAME] to ensure the 

transparency of activities relating to digital currencies and ensuring effective and robust 

AML/CFT control measures are put in place to prevent the company from being used for any 

illegal activities. 

 

2.0 Overview 

2.1 [COMPANY NAME] Software 

The company [COMPANY NAME] will be responsible for creating the [COMPANY NAME] 

software product. 

 

The [COMPANY NAME] product is a suite of high-performance cryptocurrency software that is 

built to bring the masses into the cryptocurrency space. It offers a number of interoperating 

cryptocurrency products and services specifically designed to reduce the barrier to entry into 

cryptocurrencies, thus making it easier to trade, invest and spend cryptocurrency. The two main 

components of the [COMPANY NAME] ecosystem are the [COMPANY NAME] exchange and 

the [COMPANY NAME] wallet.  

 

The KYC/AML operating models will be implemented across these two software products and 

will be implemented in a similar manner for all registering users. 

 

2.2 Who is a Customer? 

[COMPANY NAME] allows the feature of registering on the platform using the web or mobile 

based application portal. The two main products through which customers can register are  

1. The [COMPANY NAME] Wallet and  

2. The [COMPANY NAME] Exchange 

 

A customer is  

1. One who maintains a registered account with either of these platforms 

2. One on whose behalf the account is maintained 

3. Beneficiaries of transactions conducted by professional intermediaries such as fund 

managers, brokers etc. 

 

A customer during their process of onboarding is termed as a potential customer and their 

identity will be subject to an acceptance process which is described further in this document 



 

 

 

A potential customer’s acceptance into the platform will be refused if 

1. They are people whose reputation in the media or in the market is associated with any 

criminal activity 

2. They are people whose activities or way of life makes it difficult or impossible for 

[COMPANY NAME] to know their origin of wealth 

3. They are people who do not provide the information required by the platform 

4. Casinos, or entities involved in gambling, betting or other similar activities, unless 

authorized by other organizations who have an equivalent regime over anti-money 

laundering and counter-terrorism financing. 

The acceptance of certain potential customers may be subject to a special review process if 

1. They are people whose activity or way of life is linked to dealing with weapons or other 

equipment used for war purpose. 

2. They are people whom the [COMPANY NAME] compliance team believes to be 

associated with criminal activities 

3. They are people whom the company believes to have a high money laundering risk level 

4. They are people who are directly involved in exchange offices or any other establishment 

that deals with  cross-border currency trade 

5. They are Politically-Exposed Persons (PEPs) which are described in detail in the 

appendix section 

This conditional acceptance comprises of the cases wherein the potential customer is a manager, 

shareholder or owner of an entity involved in any of the above-mentioned activities. 

 

The sections below describe the framework that will be used by [COMPANY NAME] for the 

acceptance process described above, as well as a monitoring process to analyze irregular patterns 

in customer transactions. 

 

2.3 High-Level Operating Framework 

 
Figure: Complete Process Flow 



 

 

The diagram above gives a high-level overview of the planned KYC/AML operating framework 

for [COMPANY NAME]. It can be classified and broken down further into the following 

processes which are described in detail in the next section 

1. Custom Identification Procedure 

2. Customer Due Diligence 

3. Enhanced Due Diligence 

4. Transaction Monitoring and Reporting 

 

3.0 Detailed Operating Framework 

 
Figure: Onboarding Framework 

 

3.1 Customer Identification Procedure (CIP) 

As per guidelines set by BNM, [COMPANY NAME] will be required to  

1. At the time of commencement of an online account based relationship with [COMPANY 

NAME], Identify its clients, verify their identity, and obtain information on the purpose 

and intended nature of the business relationship 

 

2. In all other cases, verify identity while carrying out 

a. Trades of an amount greater than accepted thresholds in the digital currency space 

b. Trades to or from known blacklist cryptocurrency wallet addresses 

 

3. If the current address mentioned by the customer is the same on the document submitted 

for identity proof, the document may be accepted as proof of both identity and address 

 

4. If the current address mentioned by the customer is different from the address indicated 

on the document submitted for proof of identity, [COMPANY NAME] may require the 

customer to submit an additional proof of address document. 



 

 

3.1.1 Data Collection 

Data will be collected from users at two stages, first during their initial registration, and second 

for their KYC verification process. 

 

During registration, users will be required to provide basic details. These details are 

1. First and Last Name     Name to address the user by during email communication 

2. Email Address   The email address to be linked to their account for login 

3. Password     The password that is to be used by them for access 

 

After a user is successfully registered, their email address is verified for ownership. This is to 

ensure that provided communication channel is indeed owned by the registered user. Post 

registration, users will be able to redirected to a portal in the [COMPANY NAME] software 

which allows them to submit their KYC verification details. 

 

KYC Verification details are collected in three separate sections, and the data collected at each 

section is elaborated below 

 

Section 1 - Personal Details 

1. Given Name     As specified in the identification document 

2. Family Name or Surname   As specified in the identification document 

3. Date of Birth     As specified in the identification document 

4. Nationality    As specified in the identification document 

5. Phone Number   Contact number with country code 

6. Gender     Male or Female as identified by the user 

 

Section 2 - Residential Details 

1. Current Address of Residence Details of present residential address 

2. City     Current city of residence 

3. State and Country   Current state and country of residence   

4. Postal Code    Postal code of area of residence 

 

Section 3 - ID Document Details 

1. ID Document Type   Choice of passport/driving license/national ID 

2. ID Expiry Date   Expiry date of chosen ID 

3. ID Number    Unique number associated with ID document 

4. ID Front Image   Image of the ID containing personal details 

5. Selfie with ID    Self image of user holding ID personal details page 

 

The data collected above will be encrypted and stored on company servers in a secure manner, 

fully compliant with all regulation regarding personal data protection and privacy. 



 

 

 

Each user will only have to undergo the data collection process once if their verification is 

successful. However, users may be requested to update or check the relevance of their entered 

details periodically. 

 

Any user who wishes to have his collected details removed from company servers can do so by 

contacting the support and compliance team, contact details of whom will be provided to all 

users during registration. 

 

3.2 Customer Due Diligence (CDD) 

 
Figure: Due Diligence Process in partnership with a third-party vendor 

 

[COMPANY NAME] will conduct all due diligence processes in partnership with a third-party 

vendor and their provided KYC/AML software. The compliance software will be used: 

1. As the source of all PEP and Sanction Lists 

2. To perform lookup procedures for matching records 

3. To provide a holistic view of all registered individuals and the result of their lookup 

query 

4. As a case management and reporting tool for detected suspicious activity 

 

In the diagram above, the boxes in blue indicate the portion of the workflow which will be 

handled by the third party software, whereas those in white indicate the part that will be handled 

by [COMPANY NAME]. 

 

The overall due diligence process has three main steps 

1. Checks against Sanction Lists, PEP and Adverse Media 



 

 

2. AML Risk Assessment 

3. Application of Risk Rating 

3.2.1 Checks against Sanction Lists, PEP and Adverse Media 

PEPs checks investigate if a Politically Exposed Person is connected to a company. These 

individuals are considered high risk in the compliance landscape and often show connections to 

associated companies, business partners, and their relatives globally. The definition of a PEP 

encompasses anyone that serves a prominent public function or has relatives who are politically 

involved, to individuals who have been convicted of money laundering or terrorist activity. 

 

Sanctions checks are specialized searches that include multiple international sanction databases 

that identify companies and individuals who are banned from certain activities or industries. 

Sanction lists can involve those related to terrorism, trafficking, AML and a variety of other 

factors that may be important to understand before doing business with an organization. 

 

Adverse Media checks enable [COMPANY NAME] to quickly search a vast array of media 

sources for historical publishings which may pose a reputational risk to the company. This can 

include County Court Judgements, Gazette notices or other material captured in the media 

related to any entity. Adverse media checks are essential for uncovering a client’s involvement 

with money laundering, fraud, organized crime, and terrorism. Conducting negative news 

screening ensures that firms do not become unwittingly involved in any criminal financial 

activity. If involved in any of these activities, firms will face legal consequences and a stain on 

their reputation. 

 

Registration on [COMPANY NAME] will undergo due diligence against Sanction, PEP list, and 

Adverse media. Only the users with no matching identities in these lists will be given clearance 

to trade on the [COMPANY NAME] platform. The workflow is executed as a clearance 

requirement for all users before admission, and help maintain a clean record of all users, which 

establish the filtering process on decision making by the team. The overall process will leverage 

the integration of a third party software and one built in-house by the [COMPANY NAME] team 

to ensure seamless onboarding, due diligence and monitoring of all users. More information 

regarding this software is provided in section 3.7 

 

Source of lists 

1. OFAC 

2. Dow Jones 

3. Thomson Reuters 

 

The Office of Foreign Assets Control (OFAC) of the US Department of the Treasury identifies 

and enforces economic and trade sanctions based on defaulters of US policy and national 



 

 

security. It administers sanctions on terrorist, human traffickers, international narcotics 

traffickers and persons engaged in financial fraud with impact to national security. The sanctions 

are based on the United Nations and other international mandates. The software being developed 

by [COMPANY NAME] will use the OFAC sanction lists along with those from Dow Jones and 

Thomson Reuters provided by the third party vendor 

3.2.2 AML Risk Assessment 

[COMPANY NAME] AML workflow is a financial crime compliance toolkit set to strengthen 

AML compliance framework. The process highlight key risk areas, ways of managing, the 

decision makers and patterns that require further escalation. It provides a clear schema that 

supports the risk-based allocation of resources to severe threats, as well as the establishment of 

strategic (more long-term) and tactical (immediate workaround) action plans for managing the 

identified risks. 

 

Risk assessment obligation:  

1. Appointment of AML/CFT compliance Officer.  

2. Conduct a risk assessment to identify and determine the money laundering 

(ML)/terrorism financing (TF) risk [COMPANY NAME] may encounter.  

3. Develop and implement a programme containing the procedures, policies and controls 

used to manage and mitigate those risks. 

 

Operating Framework for Existing and New Clienteles. 

The reason for setting up the AML process is to set a framework to help improve the compliance 

department ability to identify relevant AML risks and to set a foundation for thoughtful and 

supported risk determinations. Besides, to produce results that can assist in the development of 

an audit plan that satisfies current regulatory expectations for deterring money laundering and 

terrorist financing in and outside Malaysia. 

 

[COMPANY NAME] set to assess clienteles or business unit to certify the following areas: 

● Know Your Customer Practices.  

● Suspicious and/or Unusual Activity.  

● OFAC and Sanctions.  

● Employee AML Expertise and Coverage.  

● Management and Oversight. Policies  

● Procedures and Processes.  

● Operation and Technology. 

 



 

 

 
Figure: Four Quadrant AML risk Framework 

3.2.3 Application of Risk Rating 

After an identified risk has been classified and vetted by the compliance department, a 

mechanism is set to rate the risk based on [COMPANY NAME] classification. This procedure 

ensures the complete adherence to best practices and the categorizing of risk based on severity 

and likelihood of occurrence. [COMPANY NAME] in its implementation will leverage the risk 

rating framework provided by the third-party vendor to classify customers as low, medium and 

high risk depending on various factors such as their nationality, country of residence and work-

industry type. These risk ratings would be factored in while assessing issued alerts and case 

investigations. A section of high-risk customers may be subjected to further evaluation based on 

the assessment made by the compliance officer in charge. These users would have to undergo an 

EDD or Enhanced Due Diligence process described below. 

 

3.3 Enhanced Due Diligence (EDD) 

[COMPANY NAME] will consider subjecting a customer account to an EDD procedure in the 

case the following factors requires to do so 

1. Location and Nature of Business 

2. Purpose of Business Transaction 

3. The expected pattern of activity in terms of transaction types, volume, and frequency 

4. Negative third-party compliance results 

5. Local market reputation through review of media sources 

6. Approximate salary 

7. Expected origination and method of payment 

8. A PEP or their immediate family and associates 

 

The compliance officer in charge is responsible for the study of the above scenarios, the making 

of the necessary assessments and the filing of a suspicious activity report if necessary. Further 

details are discussed in the monitoring and reporting section below. 

 

During an EDD process, the [COMPANY NAME] compliance team will be taking the following 

steps 



 

 

1. Obtaining additional identifying information from a wider variety or more robust sources 

and using the information to inform the individual customer risk assessment 

2. Carrying out additional searches (e.g., verifiable adverse media searches) to inform the 

individual customer risk assessment 

3. Commissioning an intelligence report on the customer to understand better the risk that 

the customer may be involved in criminal activity 

4. Verifying the source of funds or wealth involved in the business relationship to be 

satisfied that they do not constitute the proceeds from crime 

5. Seeking additional information from the customer about the purpose and intended nature 

of the business relationship 

 

3.4 Transaction Monitoring and Reporting 

The section below describes the workflow for the transaction monitoring processes and the 

associated reporting procedures which [COMPANY NAME] plans to keep in place. 

3.4.1 Monitoring 

All trades and account related updates will be closely monitored on the [COMPANY NAME] 

platform. This is so as to detect and report any malicious or illegal activity conducted on the 

platform with regards to AML and CTF laws and regulation. The monitoring process flow 

follows the practice described in the diagram below. 

 

 
Figure: Transaction Monitoring Process Flow 

 

Processes and rules are set in place to enable behavioral profiling of all user account and 

transactional data. These rules follow a risk-based approach rather than relying solely on trading 

volumes and thresholds. These rules will be implemented the assistance of the third party 

software which would help detect possible cases of ML, allowing for further scrutiny on a case-

by-case basis. 

 

For account or transaction related data, where any unnatural or irrational behavior is observed, 

such as an irregular amount of trade volume or change of user information to one closely 

resembling that of a PEP associate, an analysis alert will be created for review by a support 



 

 

manager. This would be issued in the form of an email and include all necessary details for the 

support manager to proceed with further study. 

 

The support manager in charge of issued alerts will be able to review each alert in the risk and 

compliance dashboard provided by the third party vendor. The manager will be able to study the 

source and reason for the alert, the KYC level of the associated user account, the irregular pattern 

observed, previous account and transactional information and the risk rating and risk assessment 

results of the user in question. With this data, the manager can choose to close and dismiss the 

alert if it turns out to be false positive or can take up the alert for further action as a case 

investigation. 

 

A compliance officer will review each case under investigation. The officer may conduct further 

investigation or can request the user in question to provide more information or a justification for 

the issued alert. The investigation and its output is the complete responsibility of the compliance 

officer, who can choose to draft a Suspicious Activity Report (SAR) in the third party software 

which would be accessible to him. 

3.4.2 Reporting 

[COMPANY NAME] will make available monthly reports to Bank Negara Malaysia (BNM) 

regarding the risk assessment scores of registered users, due diligence processes conducted and 

any suspicious transactions on the platform. The company will be in compliance will all 

regulatory requirements set by the bank and will be able to provide additional account or 

transactional details of a user, if they are suspected to be in violation of laws regarding AML and 

CTF. 

 

3.5 Step-by-step Onboarding Process Flow for Web/Mobile Users 

The diagram below gives a simple overview of the process 

 
Figure: Customer onboarding in [COMPANY NAME] web/mobile platform 

 

The onboarding process for a new [COMPANY NAME] user will consist of the following: 

 



 

 

1. A new user can register on any of the [COMPANY NAME] platforms by providing basic 

details 

 

2. After successful registration, the user will be directed to provide KYC details. The KYC 

details would encompass the following sections 

a. Personal Details 

b. Residential Details 

c. ID Document Details 

All details submitted will undergo basic validation and sanity checks before being sent to 

the [COMPANY NAME] compliance team for review 

 

3. The compliance team will conduct the verification process which consists of a series of 

automatic and manual checks 

 

4. The result of the verification will yield an approval or a rejection for each user which will 

be informed to them via email. All features of the product will be immediately made 

available to approved users, while rejected users will be denied access. 

 

5. In case of any discrepancy identified during verification such as the provision of incorrect 

details or the poor quality of uploaded documents, users will be requested to resubmit 

their details for the respective section. 

 

3.6 Third-party Software Integration and Verification 

 
Figure: Software integration with the third-party vendor 

 

[COMPANY NAME] will integrate with the third party software in its backend systems as shown 

in the above figure. The software at a high-level will be used for  

1. Verification of each user by querying their basic details against PEP/Sanction Lists 



 

 

2. Verification of document matches against upload portrait photos 

3. Case Investigation and Suspicious Activity Reporting 

4. AML Risk Assessment, Scoring, and Bucketing 

 

3.7 Planned KYC Level Implementation 

The table below shows the planned KYC level implementation in [COMPANY NAME] exchange. 

Higher levels of verification obtained will allow higher amounts of cryptocurrencies to be traded. 

 

Verification No Compliance Level-1 Level-2 

 
Requirement 

Email 
Password 

Residential Address 
Passport 
Selfie 

Proof of residence 
Bank Details 
 

 
Daily Limit 

Deposits No limit No limit No limit 

Withdrawals US $5,000 US $10,000 US $200,000 

Monthly 
Limit 

Deposits No limit No limit No limit 

Withdrawals US $25,000 US $50,000 USD $1,000,000 

 

4.0 KYC for Existing Customers 

The above-specified guidelines will apply to all new customers, however, transactions made in 

existing deposits of cryptocurrency will be continuously monitored and any unusual pattern in 

the operation of accounts will be reviewed immediately. A more detailed review of this 

monitoring process is illustrated in the Appendix section of this document. 

 

5.0 Periodic Review 

[COMPANY NAME] shall at least once a year, revise the policies adopted on risk management 

in terms of Anti-Money Laundering and Counter-Terrorism Financing 

 

 



 

 

6.0 Appendix A - Onboarding Process Flow 

 



 

 

7.0 Appendix B - Politically Exposed Persons (PEPs) 

A conditioned acceptance process will be enforced for persons who are 

1. Politically Exposed Persons (PEP) who intend to be customers of the company in their 

country of origin or out of it 

2. The closest relatives of the PEP, including the persons that live with him/her in a 

domestic partnership 

3. Other persons, legal or natural, that recognizably have established with the PEPs  

4. Other persons that hold other political offices or relevant public positions. 
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